IHAMATKA JIA OBYYAIOIIUXCA
OB UH®OPMAIIMOHHOM BE3OIACHOCTHU JETEN

HEJIb351

Bcem mopapsin coobmarh CBOIO 4YacTHYIO MHQPOpMaLUIO (HACTOSIIME WM,
dbammmmio, TenedoH, agpec, HOMEp IIKOJIBbI, a Takxke (ororpaduu CBOH, CBOCH
CEMBU U ApYy3ei);

OTkpbIBaTh BIIOXKEHHBbIE (DAMIBI AJIEKTPOHHOM MOYTHI, KOT/a HE 3HAaellb
OTHPABUTEIIS;

['pyOuth, mpuauparbcs, OKa3blBaTh JABICHHE - BECTH CE0sl HEBEKIMBO U
arpecCUBHO;

He pacniopspkaiicst JeHbramu TBOEH ceMbH 0€3 pa3pelieHus CTapIINX - BCeraa
CITpallINBal POAUTEIICH;

He BcTpeuaiicst ¢ MHTEpHET-3HAKOMBIMUY B PEANIBHOM KU3HU - ITOCOBETYHCSA
CO B3pPOCJBIM, KOTOPOMY JAOBEPSECIIb.

OCTOPOXHO

He Bce numyt npasny. Yurtaems o cebe Henpasay B IHTepHeTe - cooOuu 006
3TOM CBOHMM POJMTEISIM UJIU OIIEKYHAM;

[IpurnamaroT nepenuchiBaThCsl, UTPaTh, OOMEHUBATHCS - MPOBEPH, HET JIU
II0/IBOXa;

Hesakonnoe konupoBanue (aitioB B UHTEpHETE - BOPOBCTBO;

Bceraa pacckasbiBail B3pociibIM 0 poOjiemMax B CETH - OHHM BCETAa MOMOTYT;

Hcrnonp3yil HaCTpOUWKU 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKAaYHTHI B COLICETSX U IPYTUX MOPTAIAX.

MOXHO

YBaxkail Apyrux NoJb30BaTEIEH;

[Tonmp3yembest UTHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY Ha HETO;

OTKpbIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

OO6mIaTbes 32 MOMOIIBIO B3POCIIBIM - POJIUTEIH, OTIEKYHBI U aIMHUHUCTPALIHS
CalTOB BCETA [IOMOTYT;

[Tpoiiqu oOyuenue Ha caiite "CeTreBHYOK" M MOJYy4YH HAcCHoOpT HUGPPOBOIO
rpaxkJianuHal

NHOOPMALINMOHHASA MTAMATKA J1JISA OBYYAIOIIIUXCA

C KaxIpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCA OOJbBIIE, a
IIKOJIbHUKM OJHU M3 CaMbIX AaKTUBHBIX IoJib3oBarenerd Pynera. Mexny tewm,
MTOMUMO OTPOMHOTO KOJTMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M TPOOIeMBbL. ITa
namMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.



KomnbrorepHbie BUPYCHI

KomnbloTepHsblii BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTJIMYUTEIBHOU 0COOCHHOCThIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIU MOTHOCTHIO YHUUTOXKUTH
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJI30BATENI0, OT UMEHH KOTOPOTO ObLia
3ammylieHa 3apaKeHHasi mporpamma, a Takke MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTIEPAIOHHYIO CUCTEMY CO BceMH (aiijamu B 1efioM. B OOJIBIIMHCTBE CiIydaeB
pacpoCTpaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToab! 3alIUTHI OT BPEAOHOCHBIX MPOrpaMM:

Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

[locrossHHO  ycTaHaBnuBail mayT (UKMQpOBBIE 3alJIATKH, KOTOpPbIE
ABTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JIOPAOOTKHA MPOrpaMMbl) U Ipyrue
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(PUIIUATBHOTO
caifra pa3zpaborunka OC. Ecnu cymecTByeT pekxuM aBTOMaTHYECKOI0 OOHOBIICHUS,
BKJIKOYH €r0;

Paborali Ha cBoeM KOMIIBIOTEPE MOJ MpaBaMU IIOJIb30BaTENsl, a He
aIMUHUCTPATOpa. ODTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

Hcnonb3yii  aHTUBHPYCHBIE  IPOTrPaMMHBIE  NPOAYKTBI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

Orpanunub pU3NUECKU JOCTYN K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIMIL;

Hcnonb3yit BHENTHUE HOCUTENN HHPOPMAIINK, TAKUE KakK (pemika, TUCK WiIu
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

He otkpbiBaii KoMIbrOTEpHBIC (ailyibl, TOJyYECHHBIE W3 HEHAJICKHBIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpHUcaan TBOM 3HaAKOMBIN. JIyunie yTounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He Buj mepenavyn JaHHbBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OPEH/I,
mapka. Eme B 1991 rony HujaepiaHjckass KOMIAHUSI 3aperucTpupoBajna OpeH]
"WECA", uro o6o3Hauano cinoBocoueranue "Wireless Fidelity", koropsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamrero BpeMeHH Jo1IIa Apyras ab0peBuaTypa, KoTopas sBJISICTCS TAaKOH ke
TexHosoruei. 91o abopesuatypa "Wi-Fi". Takoe Ha3BaHMEe OBLIO JaHO C HAMEKOM
Ha CTaHJapT BBICIICH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBoie 03HayaeT "BbICOKas
TOYHOCTH'".

Jla, OecruiaTHBII MHTEPHET-TOCTYI B Kade, OTeNSIX U adporopTax SBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTepHET. HO MHOTHE 3KCIEPThI CUUTAIOT, UTO
obmenoctymabsie Wi-Fi cetn He SBIISIOTCS 0€301TaCHBIMH.



CoBeThbl 110 0€30MACHOCTH PadoThI B 00me10cTYNHBIX ceTsax Wi-fi:

He mepenapaii cBoro nuuHyro umHpopMaImio depe3 oodmenoctymabie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOJAMUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDPA;

Hcnonb3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOTrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

[Tpu ucnionbzoBannu Wi-Fi otkimroun Gyrknuto "O0muit qoctym K daiinam u
npuHTepam". JlanHas ¢GyHKUIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENIM aKTUBUPYIOT €€ /I yA00CTBa UCIIOIb30BaHUs B paboTe uiun yueoe;

He ucnonp3yii nyonuunsiii WI-F| 114 nepenaun JIMYHBIX JaHHBIX, HAIPUMED
JUTSI BBIXO/Ia B COLMATIBHBIE CETH UITU B DJIEKTPOHHYIO TIOUTY;

Hcrnons3yii TombKo 3ammuiieHHoe coeauaenue yepe3 HTTPS, aue HTTP, T.c.
npu Habope BeO-aapeca BBoaM uMeHHO "https://*;

B moOunsHOM Tenedone otkimroun (yHkiuio "Tloakmouenne k  Wi-Fi
apTomatnuecku'. He nomyckall aBTOMATMYECKOTO MOJKJIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CoumnanbHble CeTH

CoumanbHbIE CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PaObOTarOT
¥ )KMBYT TaM MOCTOSTHHO, a B Facebook yike 3apeructpupoBal MUILTHAP] YESITOBEK,
YTO SIBISICTCS OJHOM CeIbMOM BCEX JKMTEJIEH IUIaHeThl. MHOTHE I10JIb30BaTeNIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COI[MAIBHBIX CETAX, MOXKET
OBITh HaliflcHa W HCIIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeIBHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CeTAX:

Orpannub crucok Jpy3eil. Y 1e0st B APY3bsiX HE JOJKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiai cBO YacTHYIO U3Hb. He yka3piBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POKJEHUS U APYTYIO JIMYHYIO0 HHPOPMALIHIO. 3TI0YMBIIUIEHHUKNA MOTYT
UCIIOJIb30BaTh Jake MHPOPMAIUIO O TOM, KaK Thl U TBOU POJIUTENH TUIAHUPYETE
MIPOBECTU KaHUKYIIBI;

3amuinai CBOIO penyTaluio - JIepKU ee B YMUCTOTE U 3a7aBail cebe BOmpoc:

X0Ten ObI Thl, YTOOBI IPYTHE MOJIb30BATEIN BUICIH, YTO ThI 3arpyKaeiib?

[Togymaii, mpexxie 4eM 4TO-TO ONMyOJUKOBATh, HAIUCATH U 3arpy3UTh;

Ecnu Tel roBopHIlb C JIIOABMH, KOTOPBIX HE 3HAelllb, HE HCIOIb3YyH CBOE
peasibHOE UMS U APYTYIO JUYHYI0 WH(OPMALUU: UMSI, MECTO KUTEIbCTBA, MECTO
y4eObl U MpoYee;

N3Gerait pasmemenus ¢gororpaduii B MuTepHere, rae Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOMNOJIOKEHUE;

[Ipu peructpaiyu B COUMAIBHON CETH HEOOXOANMO UCTIOIb30BaTh CIOKHbBIE
NapoJIx, COCTOSIINE U3 OYKB M LIU(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;



JUig counanbHON CETH, MOYTHI U IPYTUX CAaTOB HEOOXOAMMO MCIOJIb30BATh
pasHble maposu. Toraa eciu Te0s B37I0OMAIOT, TO 3JI0YMBIIUIEHHUKH II0JIy4aT JOCTYII
TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbIE IEHbI'H

DNEKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CHOCOO IJIATEXKEH, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIH.

DNEKTPOHHBIE IEHBIU MOSIBUINCH COBCEM HEAABHO U UMEHHO H3-3a ATOIO BO
MHOTHX T'OCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oM QYHKITMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, T/Ie UX
pa3lensaoT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE M HE aHOHUMHBIE. PazHuna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs MPOBOAUTH onepaunun 0e3
UACHTU(UKALIMY TIOJb30BATENIsA, @ B HCAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
ABJIAETCS 0053aTEIBLHOM.

Takxke crnenyer pas3iMyaTh dJIEKTPOHHbIE (UaTHBIE JAEHBIU (paBHBI
rOCy/apCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHbIU (HE pPaBHbI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MACHOM padoTe ¢ ITEKTPOHHBIMH ICHbIAMMU:

[IpuBsxu K cueTy MOOUIIbHBIN TeneoH. DTO caMblil yTOOHBIA U OBICTPBIA
croco0 BOCCTAaHOBUTH JOCTYyH K cuery. llpuBsi3aHHBIA TenepoH MOMOXKET, €CiH
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aijielllb Ha CaWT C HE3HAKOMOTO
YCTPOMCTBA;

Ucnone3yir opHopaszoBelie maponu. llocne mnepexoma Ha yCUIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OylneT yrpoKaTh OMACHOCTh KpakKH WJIM IepexBaTa
IUIATEKHOIO MapoJIs;

Boeibepu cnoxsblii maposb. IlpectrymHukam Oyner He OpOCTO yraaarth
CJIOKHBIN MapoJib. HagexHple mapoyim - 3T0 Mapoiu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB ¥ BKJIIOYAIOT B C€0s1 CTPOUYHBIC U MTPOMHUCHBIE OYKBBI, IU(PPHI M HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HaK JoJijiapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.IL
Hanpumep, $tRONg!;;

He BBOAM CBOM NMYHBIE TaHHBIE HA CATaX, KOTOPHIM HE JOBEPSECUIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMBIEC €10 YCIYTH 110
MEePECHUIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIC PACTIPEICTSIOTCS B
KOMIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBIA SITUK  BBITJISIUAT
CIIEAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeIA(@WUMs_JTIoMeHa. Takke KpoMme repeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (paiiiibl.

OcHOBHBIE COBeTHI M0 0€30MaCHOI padoTe € JIEKTPOHHOM MOYTOM:



Hazno BeiOpath mpaBHIIBHBIN TOYTOBKIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN
BbIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydlle JOBEPSATh TEM, KOTO
3HaCIIb U KTO MEPBBIM B PEUTHHTE;

He yxka3bIBail B TMYHON NOYTE JMYHYIO MH(popmanuio. Hampumep, mydie
BBIOpaTh "My3bIKabHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

Hcnonp3yil AByX3TaHYI0 aBTOPU3ALMIO. ITO KOTJa IOMUMO NapoJis HyKHO
BBOJIUTH KOJI, MPUCHUTaeMbIi 10 SMS;

Boi6epu cioxubIi napois. st KaKI0ro mo4ToBOrO SIIUKA JOJIKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

Ecnu ecTh BO3MOKHOCTB HAITUCATh CAMOMY CBOW JIMYHBIA BOITPOC, UCITOIb3YH
9Ty BO3MOXKHOCTb;

Hcnonb3yii HECKOIBKO MTOYTOBBIX AIMKKOB. [IepBBIN 111 HaCTHOW MEPENTUCKU
C ajpecaraMH, KOTOPBIM Thbl JIOBEpsCIIb. OJTO J3JEKTPOHHBIA aapec HE HAJIo
UCITI0JIB30BaTh IPHU PErUCTPalUU Ha (hOpyMax U cailTax;

He otkpsiBaii paitiel v Apyrue BIOXKEHUS B MUChMaX, JaXe €CIIM OHU MPUIILIA
OT TBOMX Jpy3el. JIyuiie yTouHu y HUX, OTIIPaBJIsUIM JIM OHU TeOe 3TU (aiiibl;

[Tocne okoHyaHust pabOTHI Ha TOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIAJIKH
c caiToM He 3a0y1b HaKaTh Ha "BeriTu".

Ku0epOyniimHr wiim BUPTyaibHOE U3/1€BaTe/IbCTBO
KubepOymumHr -  mpecinenoBaHue  COOOIMICHHSAMHU,  COASpIKaIUMU
OCKOpOJICHMS, arpeccuro, 3aIyTUBaHUC; XYJIUTAHCTBO; COIMAITBHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 00PHOE ¢ KHOEPOYJIIMHIOM:

He Opocaiics B Ooii. Jlydmmii cmoco0: MOCOBETOBAThCS Kak ceOs BECTH H,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHadalle yCHOKOUThCS. Eciaum Thbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHUS, TO TOJIbKO emle OoJibliie
Pa30AOKeIIb KOH(IIHKT;

VYmpasnusii cBoeil kubeppernyTauei;

AHOHUMHOCTH B ceTd MHUMAs1. CyIIECTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He crout BecTw Xynuranckuii oOpa3 BUPTyalbHOM >Xu3HU. HHTepHer
(bUKCUpyeT BCe TBOW JEUCTBHS W COXpAHICT WX. YJIUTh UX OyIeT KpaitHe
3aTPYAHUTEIIBHO;

Cobmroait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit  equnuuHbld  HeratuB. OJHOPa30BbIE  OCKOPOUTENHHBIC
COOOIIeHHMS JTyullle UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKkpaniaeTcs Ha Ha4albHON
CTaJuu;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHUPOBKM OTIPABKH COOOIIEHUH C
ONPENIEIICHHBIX aJPECOB;



Ecnu 1b1 cBuzerens kubOepOysuinHra. TBOM AEHCTBUA: BBICTYNUTH MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIN TesaedoH

CoBpeMeHHbIe cMapT(OHBI U TIIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKUHMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmmbpioTepamu. OIHAKO, CPEACTB 3aLTUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEH B HUX IIPOUCXOIUT HE TaK MHTEHCHUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ NPaKkTUYECKH JIOTHAIA
HACTOJIbHBIE aHAJOTH, OJIHAKO paclIMpeHue (QyHKIMOHAla BIe4YeT 3a coOoM
OOJIBIIYIO CJI0)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOM3BOAMUTEIM BBITYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOTO TeJie(poHA:

Hudero He sBnsieTcss mo-HacTosieMy OecruiaTHbIM. Byas ocTopoxkeH, Belb
Korja Tede mpeasaratoT OeCIyIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, mpexae uem oTnpaBuTh SMS, ¢oto mmm Buaeo. Thl TOYHO 3HACID,
rzie oHu OyayT B KOHEYHOM UTOTE?

Heo6xoaumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETo cMapThOHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii mpuIoKeHUsI OT HEU3BECTHOTO MCTOYHHUKA, BEb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[Tocne Toro kak Thl BBIMJECIIL C CalTa, I/I€ BBOAWJ JIMUYHYIO UH(QOpMALHUIO,
3aiifii B HACTPOWKH Opay3epa u yaaiau COOKies;

[leproanuecku npoBepsiii, KAKUE MJIATHBIE YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOll HOMEp MOOWIIBHOTO TeleOHa TOJIBKO JIOJSM, KOTOPBIX ThI
3HAElb U KOMY JOBEPSECIIb;

Bluetooth nmomkeH ObITH BBIKIIIOYEH, KOTJIa Thl MM HE TOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPSTH 3TO.

Online urpwi

CoBpeMeHHbIE ~ OHJIAWH-MIPBI - 3TO  KPAcOYHbIe, 3aXBaTHIBAIOIIUE
pas3BiIeuCHHs, OOBEAMHSIONINE COTHU THICSY YCIIOBEK MO BceMy MHpY. Mrpoku
UCCICIYIOT JaHHBIA MM MHUp, OOIIAIOTCS APYr C APYroM, BBIMOJHSIOT 3aaHus,
CpaXaroTCs ¢ MOHCTpAaMH W IOJy4YaroT OMbBIT. 3a YJAOBOJLCTBHE OHHU ILIATSAT:
MOKYIAIOT JUCK, OIUIAYMBAIOT A00HEMEHT HIIH MPUOOPETAIOT KAKUE-TO OILIHH.



Bce atu cpencTea uayT Ha OAAEPKAHUE U PA3BUTHUE UTPHI, & TAKIKE HA CaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIC
naT4yu (MuQpoBbIe 3aIIaTKA ISl TPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no100HbIX UTpax CTOUT OMAcaThCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IACHOCTH TBOEr0 HIPOBOI'0 AKKAYHTA:

Ecnu npyroii urpok BeneT cedsl MIOX0 WIM CO3/aeT Tede HENpUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

[Toxamyiicss aAMUHUCTPATOPAM WIPBI Ha IUIOXO€ MOBEICHHUE ITOTO UIPOKA,
YKEJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3biBail 1nuHy0 nH(OpMAaIMIO B Ipodaiiie Urpsl;

YBaxkall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBail HeoumanbHbIe MaTYU U MOJBI;

Hcnosnp3yii CII0XKHBIE U Pa3HbIE MTAPOIIH;

Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIFOYATh aHTUBUPYC. 1Ioka Tl urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPaka JUYHBIX TaHHbIX

OOBIYHON KpaXkell JeHer U JOKYMEHTOB CETrOJHS YK€ HUKOIO HE YJIMBHILb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKH IEPEMECTUIINCE B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS " TIOOMMBIM" JIEJIOM.

Tak mnosiBuUiIach HOBasg yrpo3a: MHTEPHET-MOILIEHHUYECTBA WA (DUIIUHT,
rJlaBHas LeJdb KOTOPOTO COCTOUT B MOJYYEHMHM KOH(PHUIIEHIMAIbHBIX JAHHBIX
0JIb30BAaTEJICH - JIOTHHOB U mmapoJieii. Ha anrmuiickom si3bike phishing unrtaercs kak
¢ummnr (ot fishing - peiOHas o, password - maposs).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ PUIIMHTOM:

Cnenu 3a cBOMM akkayHTOM. Eciu ThI O103peBaciilb, 4TO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOHIUTH AAMUHUCTpATOpam
pecypca 00 3TOM KaK MOKHO CKOpee;

Hcnone3yit Oe3omacHbie BeO-CailThl, B TOM YHCJE, HHTEPHET-Mara3uHoB U
TIOMCKOBBIX CHCTEM;

Ucrnionp3yil crnokHbie W pasHble maposu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH IOJy4aT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

Ecnu Tebst B3noManu, To HeOOX0IUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE 100aBJIEHbI y T€0s B IPY3bsIX, O TOM, YTO T€OSI B3JIOMAJIU U, BO3MOXHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CChUTKU HA (PUIIIMHTOBBIE CANTHI;

YcranoBu HagexHbli mapois (PIN) Ha MoOunbHEIN TenedoH;



OTkJTI04M COXpaHeHHe Maposisi B Opaysepe;
He oTkpriBaii (haitsibl 1 gpyrue BIOKEHHS B TUCbMaXx, JaXKe €CJIH OHU MPUTILITN
OT TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (Haiisibl.

Mudposas penyramus

[u¢posas penyranus - 3T0 HEraTUBHAS UM IO3UTUBHAsI UHPOPMALUs B CETU
o tebe. Kommpomerupytromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThCsl Ha TBOEH peanpHOM >ku3HU. "Llndposas
pemyTaius” - 3TO TBOM UMUK, KOTOPbI (hopmupyeTcs u3 uHPopMaIuu o Tedbe B
UHTEPHETE.

TBoe MecTo KHUTENbCTBA, YyueObl, TBOE (UHAHCOBOE IIOJIOKEHUE,
OCOOEHHOCTH XapakTepa U paccKa3bl O OJIU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCATCA K NyOJMKAnuu JUYHON
uH(popmanuu B MHTEpHETE, HE MOHKMMAasl BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
IPUYUHON OTKa3a IPUHATH TeOsI Ha paldoTy.

KommenTapuu, pazmenieHue TBoux GoTorpaguii u gpyrue IeUCTBUS MOTYT
HE UCYE3HYTh JJaXKe I0CIIE TOr0, KaK Thl X YAAJIHIIb. ThI HE 3HACIIb, KTO COXPAHMII
3Ty UH(GOpPMAIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHMUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KAIOIIME JIFOIU, KOTOPbIe HAAYT U YBUIAT
sT0. Haiitu mH(pOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyXIeHU, TaK U C HAMEPEHUEM MPUYUHUTH BPEA. ITO MOXKET OBITh KTO YTOJHO.

OcHoOBHBIE cOBeTHI MO 3amUTe HUGPOBOH pemyTANNM:
[Togymaii, mpexae 4eM 4To-TO MyOJIMKOBAaTh M NepenaBaTh y cedst B Osore
WA B COIMAJILHOM CETH;
B Hactpoiikax mnpodusis yCTaHOBH OIPaHMYEHHUST HA MPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero ToJabKO "1 Apy3eit”;
He pasmemaii u He ykaspiBail WH(POpPMAIIUIO, KOTOPask MOXKET KOTro-JH0O
OCKOPOJISTH WJIK OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKM - AaKTHUBHbIE MOJb30BaTeld IU(GPOBOTO
npoctpancTBa. OAHAKO JAleKO HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTUMU
BO3MOXHOCTSIMM ~ LM(ppoBoro  Mupa TpeOyeT  coONOneHHs  TpaB  Ha
MHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEMIEKTyallbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJIOBEUECKOIO0 YMa, HayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHl M YCIYTH, U 3aKaHUYMBas KHUTAMH,
¢dotorpapusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEACHUSMHU.



ABTOpCKHE MpaBa - ATO MpaBa HA HUHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
KauecTBE TapaHTUH TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUNA TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeMJIMBbIE BO3MOXHOCTH 3apadoTaTrh Ha
pe3yibTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh U NpusHaHue. Hukro 6e3
pa3pelieHus aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacnpocTpaHsaTh, MyOJIUYHO JEMOHCTPHUPOBATH, MPOJABaTh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, MyOJIUYHO HCHOJHATH, MMOKA3BIBATH/UCIIOIHATH B dUpe WIH
pasmemats B MHTEpHETE.

Ucnonb3oBanue "muparckoro" MporpaMMHOrO  OOECHEUYEHHUS! MOXKET
NPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [NAHHBIX K TBOUM aKKAayHTaMm Ji0
OJIOKMPOBKU TBOETO YCTPOICTBa, IJie YCTAHOBJICHA HeJllerajbHas nporpamma. He
CTOUT TaK)Xe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTaIbHbIE M O€CIUIaTHBIE MPOrPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CereBU40K.p( - TBOU INIaBHBIN COBETYUK B CETHU. 31€Ch Thl MOXKEIIIb Y3HATH
0 0€30IMaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM A3BIKOM, a TP BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TaKkXe MPUHATH y4yacTHE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBHIM IpakTIaHUHOM !



